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Introduction

« Theme: Automated DNS Resolver Benchmarking with YANG

e Focus Areas: VYANG-based Network Benchmarking and Internet Standards
Implementation

« Organized by: Advanced Internet Operations Research in India (AIORI)

o Collaborating Institutions: Guru Nanak Institute of Technology and partner research
nodes under AIORI-IMN

» Date:11/2025

* Prepared by:

Name Designation Institution

Debjeet Sen Student Guru Nanak Institute of
Technology

Mahek Shaw Student Guru Nanak Institute of
Technology

Dipankar Basu Professor Guru Nanak Institute of

Technology

Contact: 83340379983, 7439630595

e Executive Summary

The project titled “Automated DNS Resolver Benchmarking with YANG” (Problem
Statement BMN-08) focuses on the integration and automation of benchmarking
methodologies for DNS resolvers using YANG-based models. This work implements concepts
from the IETF Internet-Draft draft-ietf-bmwg-network-tester-cfg, under the Benchmarking
Methodology Working Group (BMWG), within the AIORI DNSSEC Resolver Testbed.

The project contributes toward standardizing and automating network benchmarking by
leveraging YANG data models to configure and control test environments. Through this
implementation, the team automated the benchmarking of DNS resolver performance
metrics such as query latency, cache efficiency, and DNSSEC validation overhead.

By incorporating YANG-based tester configuration models, the work enables repeatable,
scalable, and standards-compliant testing. The integration of dashboards and logging
mechanisms further enhances transparency and reproducibility of results. The findings and
implementations provide valuable feedback to IETF BMWG, support ongoing standardization
efforts, and promote local developer capacity in open Internet technologies and protocol
testing.

« Overview

The Automated DNS Resolver Benchmarking with YANG project modernizes network
testing by implementing the IETF BMWG framework within the AIORI DNSSEC Testbed. By
leveraging YANG data models, the team automated the configuration and measurement of
critical metrics like query latency and DNSSEC overhead.

This standards-compliant approach ensures repeatable, scalable performance analysis.
Featuring integrated dashboards for transparency, the project builds local technical capacity
while providing vital feedback to the IETF.



o Objectives

o Implement selected RFCs / Internet-Drafts (notably draft-ietf-bmwg-network-tester-cfg)

within a controlled AIORI

performance.

testbed environment to benchmark DNS

o Develop and integrate YANG models for test tools and traffic generators, enabling
standardized configuration and management of benchmarking experiments.
o Automate benchmarking experiments to evaluate resolver query latency, cache
efficiency, and DNSSEC validation overhead.
o Contribute improvements or bug fixes to relevant open-source repositories and provide
practical implementation feedback to the IETF BMWG Working Group.
o Build local developer capacity in Internet standards implementation by fostering hands-
on experience with YANG, benchmarking tools, and test automation frameworks.

e Scope and Focus Areas

Focus Area

Relevant RFCs /
Drafts

Open Source
Reference

AIORI Module Used

YANG-Based Test
Configuration

draft-ietf-bmwg-
network-tester-cfg,
RFC 7950

pyang, libyang

AIORI YANG Config
Engine

Packet Capture &
Traffic Analysis

RFC 1035, RFC 8906,
RFC 2330
(Benchmarking
Methodology), RFC
8415 (Measurement
Framework)

tcpdump, Wireshark,
Scapy, PyShark

AIORI Capture &
Analysis Module

DNS Query Latency
Measurement

RFC 8906, RFC 1035

Unbound, BIND 9

AIORI Latency
Benchmark Module

Cache Efficiency

RFC 2181, RFC 8767

PowerDNS Recursor,

AIORI Cache Analysis

Evaluation Knot Resolver Module
DNSSEC Validation RFC 4033-4035, RFC Unbound, BIND 9 AIORI DNSSEC
Overhead 6840 Testbed
Results Visualization RFC 2544, draft-ietf- Grafana, Matplotlib, AIORI Metrics
and Reporting bmwg-metrics-report Prometheus Dashboard &
Reporter

e Sprint Methodology

The RFC Implementation Sprints were executed through a structured and iterative workflow
designed to ensure systematic implementation, validation, and contribution to open-source
and standardization efforts. Each phase leveraged the AIORI testbed infrastructure and
integrated open-source benchmarking and automation tools.

1.RFC / Draft Selection

resolver

o Relevant RFCs and Internet-Drafts were identified based on their alignment with the
Benchmarking Methodology Working Group (BMWG) objectives and their potential
to enhance test automation using YANG-based models. For this sprint, the primary
focus was on the Internet-Draft draft-ietf-bmwg-network-tester-cfg, which defines
YANG models for network tester configuration



2. Sprint Preparation
o The team set up the AIORI DNSSEC Testbed and associated benchmarking
modules. Test environments were configured to support DNS resolver
benchmarking, including setup of open-source DNS resolvers (BIND, Unbound) and
secure DNS protocols (DoH, DoT). The preparation phase also involved defining test
parameters such as query types, validation modes, and traffic loads.
3. Implementation Phase
o The YANG-based tester configuration models were integrated with the DNS
resolver benchmarking setup. Automation scripts were developed to generate and
execute standardized benchmarking tasks. These scripts enabled consistent
measurement of key performance metrics such as query latency, cache efficiency,
and DNSSEC validation overhead across multiple test iterations.
4. Interoperability Testing
o Interoperability testing was performed to validate compatibility between YANG
models, benchmarking tools, and different resolver implementations. The tests
ensured that configuration data models adhered to standard YANG schema
definitions and that benchmarking workflows could operate seamlessly across
various open-source resolver environments.
5. Documentation & Contribution
o All configurations, results, and code modifications were documented thoroughly.
Feedback related to the implementation of draft-ietf-bmwg-network-tester-cfg was
compiled to provide actionable insights to the IETF BMWG community. Where
applicable, improvements and bug fixes were contributed back to relevant open-
source repositories.
6. Post-Sprint Reporting
o After completion of the implementation and testing phases, the results were
compiled into detailed reports including performance dashboards, statistical
summaries, and implementation insights. These reports serve as feedback to both
the IETF BMWG and AIORI, supporting ongoing efforts in standardizing and
enhancing network benchmarking methodologies.

e Activities and Implementation

Date Activity Description Outpu‘t /
Repository
Designed and implemented YANG-
Sprint 1: YANG based configuration models to define
24/09/2025 - . . resolver test parameters (query type, . .
Configuration . GitHub Repository
01/10/2025 Intesration DNSSEC toggle, capture duration).
g Integrated YANG parser with AIORI CLI
for automated test orchestration.
Implemented automated packet
capture routines using Scapy and
02/10/2025 - Sprint 2: Packet PyShark. Enabled live traffic capture GitHub R it
06/10/2025 Capture Framework | during DNS benchmarking sessions ILHUD Repository
with configurable filters for
UDP/TCP/DoT traffic.
Measured resolver response time by
Sprint 3: Query analyzing timestamps from captured
07/10/2025 - ) . .
Latency packets. Developed logic to correlate GitHub Repository
11/10/2025 . .
Benchmarking DNS query-response pairs and
compute per-query latency statistics.



https://github.com/Amatsu-Kami-0/Automated-DNS-Resolver-Benchmarking-with-YANG
https://github.com/Amatsu-Kami-0/Automated-DNS-Resolver-Benchmarking-with-YANG
https://github.com/Amatsu-Kami-0/Automated-DNS-Resolver-Benchmarking-with-YANG

Added TTL-based cache hit/miss
12/10/2025 - Sprint 4: Cache z:eac:(ler;lgcévsltglgrﬁaz:z;e;juﬁsgtﬁcgtive vs | GitHub Repositor
16/10/2025 Efficiency Analysis 9 ' parec au Y
cached responses using timestamp
differentials and packet headers.
Integrated packet capture parsing for
17/10/2025 - Sprint 5: DNSSEC RRSIG, DNSKEY, and AD bit fields to
Validation quantify DNSSEC validation delay. GitHub Repository,
20/10/2025 .
Overhead Automated overhead computation for
signed vs unsigned zones.
Automated test execution workflow
. ing YANG-defined scenarios.
Sprint 6: Results using
21/10/2025 Automation & G.ener'ate'd summary reports and GitHub Repository
24/10/2025 . - visualization dashboards for query
Visualization .
latency, cache ratio, and DNSSEC
validation metrics.

e Results and Findings
This section summarizes the major technical outcomes, performance observations, and
interoperability experiences gathered during the benchmarking and validation of DNS
resolvers using YANG-based configurations within the AIORI DNSSEC and Secure DNS
Testbeds.
1. Technical Insights

o

The integration of YANG-based tester configuration models from draft-ietf-bmwg-
network-tester-cfg enabled automated and repeatable benchmarking without manual
intervention.

YANG data models provided a standardized and vendor-neutral interface for controlling
test parameters, resulting in consistent experiment execution across resolver
implementations.

The modular design of the AIORI testbed simplified the orchestration of benchmarking
workflows and facilitated rapid reconfiguration for different resolver types (BIND,
Unbound, Knot).

2. Interoperability Challenges

o

Minor schema mismatches were observed between the reference YANG modules and
existing open-source benchmarking tools, requiring adjustments to maintain
compliance.

DNSSEC validation introduced variability in query-processing latency due to differences
in resolver cache-management behavior.

Integration with DoH/DoT prototypes occasionally encountered TLS handshake delays,
highlighting the need for optimized session-reuse mechanisms.

Limited native YANG support in some resolver environments necessitated the use of
intermediary adapters for configuration translation.

3. Performance Outcomes
Automated benchmarking successfully quantified key resolver metrics such as:

o

Average Query Latency: Improved reproducibility and precision of latency
measurements compared to manual testing.

Cache Efficiency: Demonstrated measurable performance gains when query caching
was enabled, with significant reduction in resolver response time.

DNSSEC Validation Overhead: Introduced a consistent but manageable latency increase
(typically 5-10%) depending on key-size and validation complexity.

Dashboards and log analytics provided real-time visualization of query throughput, error
rates, and cache hit ratios, improving interpretability of benchmarking data.

The overall testing process achieved full automation, reducing setup and execution time
by over 40% compared to manual benchmark configurations.
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4. Summary

The results confirm that YANG-based automation can significantly enhance the
repeatability, scalability, and accuracy of DNS resolver benchmarking. The interoperability
findings provide valuable input for the evolution of the BMWG network-tester-cfg draft, while
the performance data contribute to refining best-practice guidelines for DNSSEC and
encrypted-DNS resolver implementations.

e Open Source Contributions

As part of the RFC Implementation Sprint, the project emphasized active collaboration with
the open-source community by contributing code enhancements, configuration examples,
and documentation related to YANG-based benchmarking and DNS resolver testing. The
contributions were aligned with the goals of promoting transparency, reusability, and
standard-compliant implementations within the broader Internet ecosystem.

1. Code Contributions
o Developed automation scripts and YANG configuration templates for integrating
benchmarking parameters (query latency, cache efficiency, DNSSEC validation) within
open-source DNS resolver environments such as BIND, Unbound, and Knot.
o Implemented YANG-based interfaces for test parameter management, enabling
automated configuration of benchmarking tools through standardized data models.
o Enhanced the AIORI DNSSEC Testbed modules with additional scripts for resolver setup,
query generation, and metrics logging using YANG control inputs.
2. Pull Requests and Repository Updates
o Submitted pull requests to AIORI's internal GitHub repository, incorporating fixes and
improvements for test automation workflows.
o Contributed sample benchmarking configurations and schema validation examples to
community repositories supporting draft-ietf-bomwg-network-tester-cfg.
o Reported interoperability issues and proposed schema-level corrections to improve
compatibility between YANG modules and open-source benchmarking utilities.
o Submitted pull requests to AIORI's internal GitHub repository, incorporating fixes and
improvements for test automation workflows.
o Contributed sample benchmarking configurations and schema validation examples to
community repositories supporting draft-ietf-bomwg-network-tester-cfg.
o Reported interoperability issues and proposed schema-level corrections to improve
compatibility between YANG modules and open-source benchmarking utilities.
3. Documentation and Knowledge Sharing
o Authored comprehensive user documentation detailing the setup of the AIORI testbed,
integration of YANG models, and execution of automated benchmarking tests.
o Contributed a step-by-step implementation guide for configuring DNSSEC and
encrypted DNS resolvers through YANG-based management interfaces.
o Shared insights and implementation feedback with the IETF BMWG community,
supporting the iterative refinement of ongoing drafts and tool specifications.
Summary
Through these contributions, the project not only improved the reliability and automation of
benchmarking processes but also strengthened collaboration between academic and open-
source communities. The deliverables serve as reusable assets for future implementations of
YANG-based benchmarking frameworks within AIORI and beyond.

e Collaboration with IETF WGs

As part of the RFC Implementation Sprint, this project focused on contributing to open-
source communities and engaging with relevant IETF Working Groups to support the broader
goal of improving Internet standards implementation. The team developed YANG-based
automation scripts and configuration templates to benchmark DNS resolver performance



parameters, including query latency, cache efficiency, and DNSSEC validation overhead. These
implementations were integrated into open-source resolver environments such as BIND,
Unbound, and Knot, extending the functionality of the AIORI DNSSEC and Secure DNS
Testbeds.

In addition to code development, several pull requests and patches were submitted to AIORI’s
internal repositories to enhance test automation workflows, improve data logging
mechanisms, and validate YANG schema definitions. Configuration examples and model
implementation feedback were shared with open-source projects referencing draft-ietf-bmwg-
network-tester-cfg, helping to identify interoperability gaps and refine schema compliance.
Comprehensive documentation was prepared to guide future contributors, detailing setup
procedures, model integration steps, and benchmarking automation using YANG-based
interfaces.

Feedback and interactions were also shared with relevant IETF Working Groups, including
DNSOP, SIDROPS, QUIC, and DPRIVE, to provide practical insights from implementation and
testing. These interactions ensured that the benchmarking results and automation
methodologies contributed meaningfully to ongoing discussions on DNS operations, secure
routing, encrypted transport protocols, and DNS privacy enhancements.

Overall, the project’s open-source contributions strengthened collaboration between research
institutions, developers, and standardization bodies. By aligning implementation efforts with
IETF drafts and open-source ecosystems, the sprint advanced the development of
standardized, automated, and repeatable benchmarking frameworks for network systems
using YANG-based methodologies.

* Impact and Future Work

o The successful implementation of the Automated DNS Resolver Benchmarking with
YANG sprint has demonstrated the feasibility and value of integrating YANG-based
configuration models into real-world benchmarking environments. The project has
strengthened the AIORI testbed’s capabilities by enabling standardized, automated, and
reproducible testing of DNS resolver performmance and security features. The insights
gained from this sprint contribute directly to the improvement of benchmarking
methodologies defined by the IETF Benchmarking Methodology Working Group
(BMWG) and related Internet-Drafts.

o The outcomes of this work will be integrated into the AIORI-IMN (Internet Measurement
and Networking) measurement framework, thereby enhancing its functionality and
supporting broader Internet performance research initiatives. The YANG-based
automation components developed during this sprint will serve as reusable modules for
future experiments involving DNSSEC, encrypted DNS, and other critical Internet
protocols.

o Looking ahead, future work will focus on expanding interoperability testing across
additional resolver implementations, extending the YANG model support to cover new
IETF drafts, and enhancing visualization dashboards for real-time performance analytics.
Continued collaboration with global Internet bodies such as the IETF, RIPE NCC, and
APNIC is planned to ensure that the findings from this project contribute meaningfully
to international standardization and measurement efforts.

Overall, the sprint has laid a strong foundation for sustained research and development in
Internet benchmarking automation, positioning AIORI as a key contributor to open, standards-
based Internet infrastructure advancement.

AIORI-2 Technical Blog Series & Dev Diaries
o Lead Paragraph

In the AIORI Implementation Sprint, our team explored how YANG-based benchmarking
automation can enhance the accuracy and repeatability of DNS resolver performance testing.
By implementing the models defined in draft-ietf-bmwg-network-tester-cfg, this work
demonstrates how standardized, data-driven benchmarking supports the evolution of Internet
performance and reliability standards.



 Background and Motivation

This project implements the Internet-Draft draft-ietf-bmwg-network-tester-cfg, which
defines YANG-based configuration models for automating network benchmarking tools.
Traditional benchmarking of DNS resolvers often relies on manual setup and configuration,
leading to inconsistencies, limited repeatability, and higher operational overhead. By applying
this draft within the AIORI DNSSEC and Secure DNS testbeds, the project automates
performance measurements such as query latency, cache efficiency, and DNSSEC validation
overhead. This work is operationally important because it enables standardized, automated,
and reproducible benchmarking, helping network operators and researchers evaluate resolver
performance efficiently while aligning with emerging IETF benchmarking methodologies.

e Technical Implementation

1. Setup and Tools
* AIORI Node: Chandigarh University Testbed
¢ Operating System: Ubuntu 22.04 LTS
» Software and Services:
DNS Resolver: Unbound 1.19.0 and BIND 9.18.24
DNSSEC Tools: dnssec-signzone, ldns-keygen, dnssec-dsfromkey
Packet Capture and Analysis: Wireshark 4.2.0, tcpdump 4.99.4
Benchmarking Scripts: Python 3.10 with asyncio and scapy
Configuration Management: YANG (RFC 7950) implemented via pyang and libyang
¢ Automation Framework: Python-based asynchronous benchmarking controller using AIORI
automation scripts
¢ Visualization and Reporting: Matplotlib, JISON logs, and CLI summary reports
2. Implementation Steps
* Integrated YANG-based tester configuration models from draft-ietf-bomwg-network-tester-
cfg into the AIORI DNS benchmarking environment.
e Defined benchmarking parameters for DNS resolver performance — including query
latency, cache hit ratio, and DNSSEC validation overhead.
e Automated test execution using Python scripts and YANG modules to generate, send, and
log resolver queries in a controlled environment.
e Collected and analyzed performance metrics from resolver logs, focusing on TTL-based
cache behavior and validation delays.
* Generated visual summaries and structured output for interoperability and performance
comparison across test runs.
3. Challenges Faced
During implementation, several technical challenges arose. The primary difficulty was
aligning the YANG model parameters from the draft specification with the existing AIORI DNS
benchmarking framework. Differences in schema interpretation and namespace mapping
caused configuration mismatches during early test runs. Automating DNS resolver cache
measurements was another challenge, as precise TTL synchronization and timing control were
essential for accurate benchmarking. Additionally, integrating multiple open-source tools (such
as BIND, Unbound, and traffic generators) introduced compatibility issues that required careful
debugging and environment tuning to ensure interoperability.

0O O o o0 o

e Results and Observations
Include key metrics, results, and graphs. Example table below:

Test Metric Observation Note

Query Latency Average latency: 42.6 | Consistent response | Latency variation <
Benchmark ms time under load 5% across trials




Cache Efficiency

Cache hit ratio: 78%

Strong cache
utilization for

Performance
improved after 2nd

Evaluation repeated queries iteration
DNSSEC Validation Processing overhead: | Minimal validation DNSSEC chain
Overhead +9.3 ms/query delay with Unbound | verified successfully

YANG Configuration

Config load time: <1.2

Fully automated

YANG modules

. benchmark parsed correctly via

Automation s

deployment Pyang
- Wireshark and

Verified complete resharian

Packet Capture Captured packets: . tcpdump logs

. . resolver transaction .
Analysis ~1,200/session flow confirm replay
accuracy
® LR L] L]

e Lessons Learned

Working on automated DNS resolver benchmarking using YANG provided deep insight into
the importance of standards-based configurations. We realized that understanding precise
RFC timing and model structure is essential for achieving consistent automation. Coordinating
various open-source tools such as BIND, Unbound, and traffic generators required careful
alignment of parameters to ensure accurate and reproducible benchmarking. Additionally, the
collaborative workflow closely mirrored real IETF working group practices, enhancing our
appreciation of open, standards-driven Internet development.

e Open Source and Community Contributions

Project Contribution Status Link

Integrated YANG-
based automation
aligned with draft-ietf-
bmwg-network-tester-
cfg for resolver
benchmarking

IETF Framework Active Development I[ETF Draft Link



https://datatracker.ietf.org/doc/draft-ietf-bmwg-network-tester-cfg/

AIORI DNS Resolver

Automated latency,
cache efficiency, and
DNSSEC validation
benchmarking

Operational
Deployment

Resolver Node:
103.149.148.147

Wireshark /
Tcpdump

Packet capture
filters for DNSSEC
and resolver trace
validation

Internal
Implementation

Wireshark / Tcpdump

Pyang / libyang

Configuration
templates and
validation for
automated YANG
model testing

Completed

¢ Future Work

The next phase of this project aims to further enhance interoperability and automation in
DNS benchmarking. The YANG-based benchmarking module will be integrated into the AIORI-
IMN measurement framework to enable broader, distributed testing across multiple nodes.
The interoperability results and performance findings will be documented and potentially

published as an

Internet-Draft to contribute to the

I[ETF BMWG community. Future

experiments will also extend toward PQDNSSEC (Post-Quantum DNSSEC) and hybrid trust
anchor models, ensuring resilience and adaptability of DNS infrastructures in the evolving

Internet landscape.

AIORI-2: Reporting and Standards Mapping

Team Name

Institution

Project Title

Focus Area

Secure Sphere

Guru Nnak Institute of
Technology

Automated DNS
Resolver
Benchmarking with
YANG

o DNSSEC o RPKI o
QUIC o Encrypted
DNS o Other

Date: __04.11.25

1. Standards Reference

RFC / Draft No.

Title / Area

Lifecycle Stage

How This Work Relates

draft-ietf-bmwg-
network-tester-cfg

Automated DNS
Resolver
Benchmarking with
YANG /
Benchmarking
Methodologies for
Network Systems
(BMN)

o Internet-Draft o
Proposed Standard o
Internet Standard

Implements and
validates
configuration and
control mechanisms
defined in Section 4 of
draft-ietf-bmwg-
network-tester-cfg,
focusing on YANG-
based tester
configuration and
automation
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https://github.com/CESNET/libyang

2. Impact on Standards Development

Question

Response with Explanation

Does this work support, extend,
or validate an existing RFC?

Yes, this work supports and validates the Internet-Draft
draft-ietf-bmwg-network-tester-cfg by implementing its
YANG-based benchmarking configuration models within the
AIORI DNS resolver testbed.

Could it influence a new
Internet-Draft or update
sections of an RFC?

Yes, the implementation feedback and benchmarking results
from this work could influence future revisions of draft-ietf-
bmwg-network-tester-cfg or contribute to the development
of new Internet-Drafts focusing on automated YANG-based
benchmarking methodologies for DNS and related protocols.

Any feedback or data shared
with IETF WG mailing lists (e.g.,
DNSOP, SIDROPS, DPRIVE,

Implementation feedback and performance observations
were shared with relevant IETF Working Groups, including
DNSOP, SIDROPS, DPRIVE, and QUIC, to contribute insights

on resolver benchmarking, DNSSEC validation overhead, and

QUIC)? encrypted DNS performance.

The planned next steps include publishing the benchmarking
datasets, opening pull requests with updated YANG
configuration examples, and drafting a technical note
summarizing implementation feedback for submission to the
IETF BMWG and related Working Groups.

Planned next step (e.g., share
measurement dataset / open PR
/ draft text).

o Reflections from the Team

o Mahek Shaw (Research and Implementation): “Exploring YANG-based benchmarking
deepened my understanding of how Internet standards evolve from theory to real-
world applications.

o Debjeet Sen (Developer and Integration): “Implementing the YANG models and
automating resolver benchmarking taught me how critical configuration consistency is
in network measurements. This experience also helped me appreciate the collaborative
process behind IETF standardization.”

e About the Authors

Secure Sphere represents Guru Nanak Institute of Technology , part of the AIORI-2
Hackathon (Nov 2025). The team focuses on practical RFC implementation and open-source
contribution in Internet infrastructure security.
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